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When two parties want to recognize each other as belonging to a private
group, they can perform a protocol called Affiliation-Hiding Authentication
Protocol or Secret Handshake, that will prove to each party the other is a
member of the group without revealing their identities or the identity of the
private group. If one of them does not belong to the group the protocol shall
fail.

Within the Public Key Infrastructure, the use of certificates issued by the
private group makes easy to perform secret handshakes, each party has to
prove the other that it has a valid certificate. Moreover this operation can
be performed privately, that is, the identity of the group is not revealed to
the party that does not belong to the group.

In this paper the authors strengthen the notion of Affiliation-Hiding Au-
thentication Key Exchange (AH-AKE) by requiring that the security of the
session is guaranteed even if one of the participants become corrupted. This
notion is called Perfect Forward Secrecy (PFS).

In addition a property called Linkable Affiliation-Hiding (LAH) that de-
fines the exact level of privacy protection is introduced.

The authors show a protocol that achieves both, PFS and LAH under
the RSA assumption.
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