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The security of Nested Message Authentication Code (NMAC) and Hashed
Message Authentication Code (HMAC) protocols is a very active research
field (see the references below), specially after several attacks were reported
on MD5 and SHA1 hash functions.

In this paper the author give a security proof for NMAC and HMAC
when they are used as message authentication code based on the assumption
of non-malleability and unpredictability of the compression function. This is
a somewhat weaker assumption than previous security analysis in which the
pseudorandomness of the compression function was required.

Non-malleability is understood as the property by which the knowledge
of images of the iterated compression function does not lend any additional
power to create another hash value. Unpredictability is the property by which
is infeasible to predict the output of the iterated compression function.

The relation among security notions is also analyzed.
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