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In analyzing the security of cryptographic protocols, the standard proce-
dure is to compare the functionality of the real protocol against the protocol
performed by a set of idealized trusted parties, each performing a defined
function and with known security properties (see [1] for a more detailed ac-
count).

Several security notions have been proposed by researchers to conduct the
analysis of cryptographic protocols such as Universal Composability, Reactive
Simulatability, Black-Box Simulatability.

This paper clarifies the relationships between the various security no-
tions, that can be obtained by the different combinations between entities
(environment, real /ideal adversary, simulator, real/ideal protocol).

A crucial issue for the relationships between the security notions identified
by the authors is the ability to define a forwarding process.

Although intuition tell us that a forwarder can be placed between two
processes two processes without changing the overall behavior of the system,
the authors found that this can violate some complexity bounds with the
consequent loss of some messages. This is very important in the context
of this paper because some proofs require the existence of forwarders that
cannot be exhausted.

The authors give complete and rigorous proofs that uncover several non-
trivial aspects of the equivalence between security notions.
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