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The problem of time-bounded access control over distributed information
or computational resources, has very important practical applications in-
cluding Digital Rights Management and the access to databases containing
sensitive commercial and industrial information.

Chien[1] proposed a time-bound hierarchical key assignment scheme based
on tamper-resistant devices, that greatly reduces computation load and im-
plementation costs. The authors and others[2] have written about Chien’s
scheme insecurity against a collusion attack. In this attack three users suc-
cessfully conspire to access some secret keys belonging to a class for which
they should not have access. This weakness stems from the way in which
Chien’s scheme allowed users to handle public and private information with-
out proper authentication.

De Santis et al. propose three countermeasures that, without changing
the nature of the operations performed by the tamper-resistant device or
the Trusted Authority, can be used to strengthen Chien’s scheme against
collusion attacks.

These countermeasures involve additional hashing operations, encryption-
decryption operations and authentication of the public information. Al-
though in all cases there is an additional computation time penalty, these
countermeasures are a preferred alternative to issuing a new tamper-resistance
device to each class every time the keys are updated.
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